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A deepfake is a video, photo, or audio recording that seems real but 
has been manipulated with AI. While deepfakes have often been 
utilized for entertainment purposes, they are more commonly used 
to exploit individuals and spread misinformation. This can occur 
in multiple forms, such as manipulating videos of people to act in 
a certain way or say something that they never said. Deepfakes 
have caused significant harm already 
by being able to manipulate elections, 
create incriminating evidence, and most 
pressingly, make realistic non-consensual 
pornography of virtually anyone. 
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The most common and damaging use case of 
deepfakes affecting women is non-consensual 
sexual content. Studies have shown that the 
vast majority of deepfake videos online are 
pornographic, and nearly all of them target 
women. Deepfakes can also be used to discredit 
or silence women, especially those in public roles. 
Since first appearing around 2017, deepfakes 
have become far more realistic and accessible, 
contributing to a reported 550% increase in 
deepfake content between 2019 and 2023 
(SecurityHero, 2023). However, proper response 
has lagged behind. Many victims face limited legal 
recourse, and platforms are often slow to remove 
harmful content, allowing it to spread widely 
before any action is taken.
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What are deepfakes?

Despite current regulations and laws in place 
to mitigate the spread of Non-Consensual 
Intimate Imagery (NCII), there is a lack of 
focus on preventing these harmful behaviors 
from happening in the first place. Women 
are told to protect themselves by not sharing 
images online at all instead of targeting the 
perpetrators who make these digital spaces 
unsafe. However, with continued public outrage 
and awareness we can promote our own 
safety while making the creation and spread of 
deepfakes or any NCII harder to achieve. 

Deepfake Overview

What is a deepfake?

Who does it affect?

What can we do?
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What laws are 
currently in place?

TAKE IT DOWN ACT:TAKE IT DOWN ACT:
This bill generally prohibits the nonconsensual 
online publication of intimate visual depictions 
of individuals, both authentic and computer-
generated, and requires certain online platforms 
to promptly remove such depictions upon 
receiving notice of their existence. 

Current Laws in the US



Enacted (covers everyone)

Pending (covers everyone)

Enacted (covers minors only)

States with laws to 
regulate AI-generated 
intimate deepfakes

TAKE IT DOWN ACT:TAKE IT DOWN ACT:
This bill generally prohibits the nonconsensual 
online publication of intimate visual depictions 
of individuals, both authentic and computer-
generated, and requires certain online platforms 
to promptly remove such depictions upon 
receiving notice of their existence. 

Problems with Problems with 
Current Legislation:Current Legislation:
• Laws act after harm occurs
• Deepfakes are often created
and shared faster than legal 
enforcement can respond
• Survivors must track, report, and 
re-report content across platforms
• Material can be frequently 
re-uploaded or redistributed 
elsewhere
• Harm spreads rapidly while 
takedown processes lag
• Anonymity tools make 
attribution and prosecution 
difficult
• Laws focus on removal/
punishment, not support for 
trauma
• Action often depends on victims 
initiating complaints



What resources are 
available?

What to do if 
you’re a victim 
of a deepfake:

Document everythingDocument everything

Report contentReport content

Report to legal enforcementReport to legal enforcement

Get legal adviceGet legal advice

Find supportFind support

Cyber Civil Rights Cyber Civil Rights 
InitiativeInitiative

1-844-878-2274
cybercivilrights.org

Stop Non-Consensual Stop Non-Consensual 
Intimate Image AbuseIntimate Image Abuse

stopncii.org

Make a case to remove 
any NCII from social media 

platforms.

Initiative to combat online 
abuses that provides victim and 

survivor services.

The Cyber HelplineThe Cyber Helpline

thecyberhelpline.com

Non-profit working to support 
victims of cybercrime, digital 
fraud, and online harm. 24/7 

chatbot available.

Victim ConnectVictim Connect

victimconnect.org

Weekday phone, chat, and 
text-based referral helpline 
operated by National Center 

for Victims of Crime.

1-855-484-2486

Record all evidence. Take screenshots 
of all images, takedown requests, 
platforms, usernames, etc. Save copies.

Most mainstream social media 
platforms do not allow NCII and have 
ways to report the content.

Illegal deepfakes can be reported online. 
Report to local law enforcement or FBI‘s 
Internet Crime Complaint Center.

Consult a lawyer to explore next steps. 
Attorneys can help with removing 
deepfake content and taking legal action.

Talk to trusted individuals/
organizations to get needed emotional 
support and resources.
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